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Copy Preventing Method 
2. CLAIMS 

1) A copy preventing method for an image recording device including 
a reading means (1) that reads an image of a document, an image processing 
means (2) that processed image information on the image read by the 
reading means (1), and a recording means (3) that records an image in 
accordance with the image information processed by the image processing 
means (2), wherein 

the image processing means (2) comprises a means (4) that restores a 
specified pattern created by randomly changing positions of pixels, and 

the specified pattern is restored and recorded when the specified 
pattern printed with a predetermined color has been read from the 
document. 

2) A copy preventing method, wherein in the above image recording 
device, the image processing means (2) comprises a means (4) that restores 
the specified pattern created by randomly changing positions of pixels, 

the specified pattern is recorded as it is when the pattern prohibiting 
restoration of the specified pattern is detected from the restored pattern, and 

the specified pattern is recorded as it is when the specified pattern 
printed in the predetermined color has been read from the document and the 
pattern prohibiting restoration of the specified pattern has been detected. 



1 



3) A copy preventing method, wherein pixels as read from a 
document recorded with the indication for indicating illegal copy are 
randomly changed in position for creating a specified pattern, and the 
specified pattern is printed in a predetermined color with respect to a 
document of which copying is prohibited. 

3. DETAILED DESCRIPTION OF THE INVENTION 
[SUMMARY] 

The invention relates to a copy preventing method in which a 
document the cop ying of which is prohibited is recorded with an indication 
for indicating illegal copy as a specified pattern such that the indication 
appears when the document is copied. 

The invention has an object to prevent malicious copying. 

According to the invention, in an image recording device including a 
reading means that reads an image of a document, an image processing 
means that processed image information on the image read by the reading 
means, and a recording means that records an image in accordance with the 
image information processed by the image processing means, the image 
processing means comprises a means that restores a specified pattern 
created by randomly changing positions of pixels. The specified pattern is 
restored and recorded when the specified pattern printed with a 
predetermined color has been read from the document. 

[TECHNICAL FIELD] 

The present invention relates to an image recording device, and 
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particularly to a copy preventing method in which an indication for illegal 
copy is recorded on a document the copying of which is prohibited as a 
specified pattern and in which the indication for illegal copying appears 
when this document is copied. 

Recent improvements in performance of color copying machines are 
remarkable. It is accordingly possible to obtain true copies of a document. 
Further, a color copy of high quality may be realized easily due to reduction 
in price. 

Copying of bank notes, securities, postal stamps, stamps, 
commutation tickets or coupon tickets is prohibited by laws. However, such 
prohibition is a mere limitation, and it is actually possible to obtain copies of 
the above copy-prohibited items in a very precise manner with copy 
machines. 

This means that there are no measures for preventing counterfeit. 
It is accordingly necessary to demonstrate an illegal copy when a copy- 
prohibited item is copied. 

[PRIOR ART] 

Copying is prohibited for (1) currencies and government bonds by the 
law on counterfeit thereof, (2) currencies and securities distributed outside of 
Japan by a law on counterfeit thereof, (3) unused postal stamps and postal 
cards by a law on the counterfeit thereof, (4) fiscal and certificate stamps by 
a law therefor, and (5) non-government securities, commutation tickets and 
coupon tickets by a law thereof. 
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[PROBLEMS TO BE SOLVED] 

It is prohibited by laws to copy items that should not be copied as 
described above. However, by using a color copying machines, it is possible 
to produce color copies, and it is impossible to prevent malicious copying. 

The present invention has an object, in view of the above problems, to 
prevent malicious copying by making it indicate clearly that a copy has been 
obtained by illegally copying when the copy is a malicious copy. 

[MEANS FOR SOLVING THE PROBLEMS] 

Fig. 1 is a block diagram for illustrating a principle of the present 
invention. 

By performing raster scanning of a document, a reading means 1 
decomposes an image in the unit of pixel on reading and sends the image to 
an image processing means 2. The image processing means 2 is controlled 
by a controller 4 to process image information, that is, color information of 
the pixels read by the reading means 1 and sends the processed information 
to a recording means 3. The recording means 3 performs color recording of 
the image onto a recording medium in accordance with the image 
information processed by the image processing means 2. 

When the reading means 1 reads pixels of a document that have been 
printed in a specified color, the image processing means 2 extracts a specified 
pattern under the control of the controller 4, restores an indication, for 
instance, for indicating illegal copy, and sends it to the recording means 3 for 
recording on a recording medium the indication that it is an illegal copy. 

Further, the controller 4 restores the specified pattern of the 
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determined color read from the document by the reading means 1. When 
the pattern prohibiting restoration of the specified pattern is detected from 
the restored pattern, the specified pattern is recorded as it is. 

Further, when the controller 4 of the image processing means 2 is 
instructed to process a document having the indication for indicating illegal 
printing, recorded in the determined color, the image processing means 2 is 
controlled to perform randomly changing positions of the pixels read by the 
reading means 1 from the document and to create a specified pattern, which 
is sent to the recording means 3 to be recorded on a recording medium in the 
determined color. 

[FUNCTION] 

According to the above-described method of the invention, when the 
controller 4 is instructed to record a document recorded with the indication 
for indicating illegal copy, the image processing means 2 is controlled to 
create the specified pattern upon randomly changing positions of pixels as 
read from the document by the reading means 1. Then the specified pattern 
is sent to the recording means 3 to be recorded as a background pattern onto, 
for instance, a gift ticked copying of which is prohibited. Accordingly, the 
specified pattern is recorded on the gift ticket as a background pattern with a 
predetermined color of the document. 

When the reading means 1 reads such a gift ticket printed with the 
specified pattern in the predetermined color as the background pattern, and 
the image processing means 2 detects the predetermined color under the 
control of the controller 4, the specified pattern is restored and recorded on a 
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recording medium such that it shows an illegal copy. 

It is accordingly possible to prevent malicious copying. 

Further, when a sample is copied, the controller 4 prohibits 
restoration of a specified pattern by providing a pattern therein to prohibit 
restoration. Thus, it is possible to copy, for instance, a gift ticket, that has 
been set as a document for copying in the reading means, onto a recording 
medium as it is. 

[EMBODIMENTS] 

Fig. 2 is a block diagram of a circuit of an embodiment of the present 
invention. 

A processor 8 of an image processing portion 6 operates upon reading 
a program stored in a read only memory (ROM) 9, activates a scanner 5 
through an interface circuit 11 on the basis of instructions from an operation 
panel 14 and makes the scanner 5 read an image of a document recorded 
with an indication for indicating illegal copy in a predetermined color that 
has been set on the scanner 5. 

In the scanner 5, the document is raster scanned to read pixels of 
each line as three primary colors of light, namely red, blue and green, by 
switching a light source or a filter and send the color data to an interface 
circuit 11. The processor 8 stores the color data of the three primary colors 
for the pixels in area A of a RAM 10. 

An image processing circuit 13 calculates brightness, chroma, and 
the like of the three primary colors of light for the pixels stored in the area A 
of random access memory (RAM) 10 to replace them into the three primary 
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colors of paint, and the processor 8 stores color data of the pixels in area B of 
RAM 10. 

When it is completed to read the document recorded with the 
indication for indicating illegal copy, the processor 8 reads color data of the 
pixels stored in area B of RAM 10 to perform random replacement of 
positions at which the respective pixels are disposed for the lines. 

For instance, random number processing dependent on n and 1 is 
performed in which, for instance, a result of processing of 1-th pixel from the 
left in n-th line is changed to R (n, l)-th pixel in n-th line. 

Fig. 3 is a diagram of an example for disposing the pixels. 

As shown in Fig. 3(a), if from among 1 st to 6 th pixels in 1 st to 3 rd lines, 
2 nd to 4th pixels have a specified color and the remaining pixels are white, 
the changing in position is performed so that 1 st pixel of 1 st line is changed to 
the position of 2 nd pixel, 2 nd pixel to the position of 3 rd pixel, 3 rd pixel to the 
position of 6 th pixel, 4 th pixel to the position of 5 th pixel, 5 th pixel to the 
position of 1 st pixel and 6 th pixel to the position of 4 th pixel. 

Further, the arrangement shown in Fig. 3(b) will be obtained by 
changing positions in which 1 st pixel of 2 nd line is changed to the position of 
6 th pixel, 2 nd pixel to the position of 4 th pixel, 3 rd pixel to the position of 3 rd 
position, 4 th pixel to the position of 1 st pixel, 5 th pixel to the position of 2 nd 
pixel and 6 th pixel to the position of 5 th position, and by changing positions so 
that 1 st pixel of 3 rd line is changed to the position of 5 th pixel, 2 nd pixel to the 
position of 1 st pixel, pixel 3 rd pixel to the position of 2 nd pixel, 4 th pixel to the 
position of 6 th pixel, 5 th pixel to the position of 4 th pixel and 6 th pixel to the 
position of 3 rd pixel. 



When performing such a processe, the image of the document 
recorded with the indication for indicating illegal copy will make the 
specified pattern have no meaning as an image. The processor 8 stores this 
specified pattern that has undergone changes in positions of the pixels in 
area C of RAM 10. Upon completion of this process, the completion of 
processes is displayed in the operation panel 14. 

When an instruction for printing the specified pattern is issued by 
the operation panel 14, the specified pattern stored in the area C of RAM 10 
is sent through an interface circuit 12 to a copy section 7. 

The copy section 7 employs an electrophotographic system in which a 
color latent image is formed in correspondence to the three primary colors of 
paint on, for instance, a photoconductor drum, and in which an image 
developed with toners of the corresponding colors are transferred and fixed 
onto a recording paper. In accordance with the specified pattern read from 
area C of RAM 10, the indication for indicating illegal copy is printed onto, 
for instance, a gift ticket as a background pattern of a predetermined color 
having no meaning as an image. 

When instructed from the operation panel 14, the processor 8 makes 
the scanner 5 read a document set thereon, for instance, the above- 
mentioned gift ticket with the indication for indicating illegal copying 
printed thereon as the background pattern of a determined color having of no 
meaning as an image and stores color data of the three primary colors of 
light of the respective pixels in area A of RAM 10. Then the image 
processing circuit 13 replaces them with the three primary colors of paint 
and stores the replaced color data of the pixels, in area B of RAM 10 as image 
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data. At this time, the processor 8 checks whether pixels of the determined 
color are included in the pixels. 

The predetermined color may be detected according to a level of each 
of the three primary colors of light, namely red, blue and green. If it meets 
a predetermined level, the processor 8 judges that it is the predetermined 
color and stores the color data of pixels of the predetermined color in area C 
of RAM 10 as image data replaced by the three primary colors of paint. 
Further, image data obtained by removing color data of pixels of the 
determined color from the image data stored in area B of RAM 10 is 
simultaneously stored in area D of RAM 10. 

Image data are then read from area C of RAM 10 to make the image 
processing circuit 13 perform processes inverse to the processes explained 
with reference to Fig. 3. More particularly, respective pixels that have been 
randomly replaced are restored and displaced from their original positions. 
The restored image data are then stored in area E of RAM 10. 

Here, the processor 8 checks whether the image data stored in area E 
of RAM 10 include the pattern prohibiting restoration, and if such data is not 
included, the image data stored in area D of RAM 10 and the image data 
stored in area E are read to obtain a logical sum, which is sent through the 
interface circuit 12 to the copy section 7 and recorded on a recording medium. 
Accordingly, the indication for indicating illegal copy appears on the image 
copied on the recording medium. 

When the image data stored in area E of RAM 10 include the pattern 
prohibiting restoration, the image data stored in area B of RAM 10 are read 
and sent through the interface circuit 12 to the copy section 7 to be recorded 



on the recording medium. Accordingly, no indication for indicating illegal 
copy appears on the image copied onto the recording medium, but the 
background pattern of the determined color is recorded. 

Fig. 4 is a diagram for illustrating operations shown in Fig. 2. 

When an indication for indicating illegal copy is printed as a 
background pattern onto a gift ticket with a face value of ¥100,000, shown in 
<4> in Fig. 4(a), a document recorded with an indication, "This is illegally 
copied.", shown in <5> is read by the scanner 5. Then, as shown in <6>, 
when the preceding processes for the image data as explained with reference 
to Fig. 3 are performed, the characters thereof will become a background 
pattern having no meanings, as shown in <7>. 

When this background pattern is superposed and printed onto the 
gift ticket shown in <4> for printing, a gift ticket printed with the 
background pattern as shown in <8> is created. 

When the gift ticket <8> thus created is read by the scanner 5, the 
processor 8 respectively separates the image data replaced into the three 
primary colors of paint obtained by reading from the gift ticket <8> into 
image data <10> obtained by removing image data of the background 
pattern and image data <11> obtained by extracting the background pattern 
therefrom, , as shown in <10> and <11> in Fig. 4(b). 

Then, the processor 8 sends a logical sum of data obtained from the 
image processing circuit 13 performing the inverse processes to the processes 
explained with reference to Fig. 3 to restore the indication, "This is illegally 
copied.", and image data of <10> to the copy section 7, as shown in <12>. 
Thus, illegal copying becomes clear on the copy, as shown in <13>. 
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Further, when a dot " " at the end of the indication "This is illegally 
copied." as shown in <12> is missing, the processor 8 sends the image data of 
<9> to the copy section 7. Then when a sample or the like is copied, it is 
possible to obtain a copy on a recording medium with an image identical with 
the document shown in <9>. 

Fig. 5 is a flowchart of the operations shown in Fig. 2. 

At step 14, the processor 8 stores color data of the three primary 
colors of light for the respective pixels as read by the scanner 5 in the area A 
of RAM 10. Next, at step 15, the color data of the respective pixels in the 
area A of RAM 10 are replaced by the color data of the three primary colors of 
paint and are stored in area B of RAM 10. 

Here, the processor 8 proceeds to the process of step 16 in which the 
image processing portion 13 is instructed to read the color data of the 
respective pixels stored in area B of RAM 10 and to randomly change 
positions at which the respective pixels are disposed for respective lines. 

The image data the positions of pixels of which have been changed 
are stored in area C of RAM 10 at step 17, and the image data stored in area 
C are sent to the copy section 7 at step 18 to be then printed on, for instance, 
a gift ticket. 

At step 19, the processor 8 stores the color data of the respective 
pixels of the three primary colors of light read by the scanner 5 in area A of 
RAM 10. Then, at step 20, the color data of the respective pixels obtained 
by replacing the color data stored in area A of RAM 10 to the color data of 
respective the three primary colors of paint are stored in area B of RAM 10. 

It is then checked at step 2 1 whether the color data stored in area B 
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include pixels of the determined color. 

When pixels of the determined color are present, the processor 
proceeds to the process of step 22, and the color data of such pixels of the 
determined color are stored in area C of RAM 10. Then, image data 
obtained by removing color data of pixels of the determined color from image 
data stored in area B are stored in area D of RAM 10 at step 23. 

Here, the processor 8 proceeds to step 24, wherein the image 
processing circuit 13 is instructed to restore the image data as read from 
area C in the above-described manner and to store the same in area E of 
RAM 10. 

It is then checked at step 25 whether the restoration prohibiting 
pattern is present or not, and if there is none, a logical sum of the image data 
stored in the area D and area E is obtained at step 26 to be sent to the copy 
section 7. 

The copy section 7 then performs copying at step 27. 

When it is decided at step 21that there are no pixels of the 
determined color, the processor proceeds to step 28 to send the image data 
stored in area B to the copy section 7. Then the flow moves to step 27. 

When the restoration prohibiting pattern is decided to be present at 
step 25, the flow proceeds to step 28. 

[ADVANTAGES OF THE INVENTION] 

As explained above, in the present invention, an indication for 
indication illegal copy is preliminarily recorded as a background pattern. 
Thus, the indication appears when a document the copying of which is 
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prohibited by law is copied, thereby preventing illegal copying. 

4. BRIEF EXPLANATION OF THE DRAWINGS 

Fig. 1 is a block diagram explaining a principle of the present 
invention, 

Fig. 2 is a block diagram of a circuit of an embodiment of the present 
invention, 

Fig. 3 is a diagram of an example for disposing pixels, 
Fig. 4 is a diagram on operations shown in Fig. 2, and 
Fig. 5 is a flowchart of the operations shown in Fig. 2. 
In the drawings, 

1 denotes a reading means, 2 an image processing means, 3 a 
recording means, 4 a controller, 5 a scanner, 6 an image processing portion, 7 
a copy section, 8 a processor, 9 a ROM, 10 a RAM, 11 and 12 an interface 
circuit, 13 an image processing circuit, and 14 an operation panel. 
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Abstract 

PURPOSE:To prevent a copy from being taken illegally by providing an 
image processing means with a means which restores a special pattern 
formed by rearranging picture elements at random, and restoring and 
recording the special pattern when the special pattern which is printed in a 
specific color is read out of an original. 

CONSTITUTION: When the recording of the original where a display 
showing an illegal copy is recorded is indicated, a control means 4 
controls the image processing means 2 and a read means 1 generates 
the special pattern by rearranging picture elements read out of the original 
at random and sends this special pattern out to a recording means. The 
pattern is recorded as a ground pattern on, for example, a merchandise 
coupon which is inhibited from being copied. Therefore, the special 
pattern is recorded on the merchandise coupon as the ground pattern in 
the specific color of the original. When the merchandise coupon where the 
specific-color special pattern is printed as the ground pattern is ready by 
the read means 1 and the image processing means 2 detects the specific 
color under the control of the control means 4, the special pattern is 
restored and recorded on a recording medium, so an illegal copy is clearly 
decided. Consequently, an illegal copy is prevented from being taken. 
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® Store color data for respective pixels of three primary colors of light in 
area A of RAM 

© Store color data for respective pixels obtained by replacing color data 
stored in area A into three primary colors of paint in area B of RAM 

© Read color data of respective pixels stored in area B and replace positions 
at which the respective pixels are disposed for each line 

© Store image data the positions of the pixels of which have been replaced 
in area C of RAM 

© Send image data stored in area C of RAM to the copy section and print it 
© Store color data of respective pixels of three primary colors of light in 
area A of RAM 

@ Store color data for respective pixels obtained by replacing color data 
stored in area A into three primary colors of paint into area B of RAM 
(2J) Are pixels of predetermined color present? 

@) Store color data of pixels of predetermined color in area C of RAM 
/^3) Store image data obtained by removing color data of pixels of 

predetermined color from image data stored in the area B, in area D of 

RAM 

($4) Restore image data read from area C and store it in area E of RAM 
Is the restoration prohibiting pattern present? 

Obtain logical sum of image data stored in areas D and E and send it to 
copy section 
(^) Make the copy section perform copying 

Send image data stored in area B to copy section 



